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(54) Web-accessible embedded programming software 



(57) An industrial control system that is for control- 
ling an industrial process and that can be accessed via 
the (ntemet is disclosed. The industrial control system 
includes a plurality of I/O devices exchanging signals 
with the industrial process, and a web access module 
Including a web server coupled to a PLC. The web serv- 
er is capable of being coupled to at least one remote 



device via the Internet, and the PLC is coupled to the 1/ 
O devices. The web access module further includes pro- 
gramming software that can be utilized to generate a 
controller program for at least one of the PLC and one 
of the I/O devices. The web server is capable of provid- 
ing the programming software onto the Intemet for 
transmission to the remote device, so that the remote 
device is able to generate the controller program. 
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Description 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to in- 
dustrial control systems for industrial processes, and in 
particular to an industrial control system that allows re- 
mote terminals having limited processing power and/or 
memory to access the industrial control system via the 
web. 

BACKGROUND OF THE INVENTION 

[0002] Industrial control systems used to control and 
monitor industrial processes often employ programma- 
ble logic controllers (PLCs). PLCs are special purpose 
computers that operate based upon stored control pro- 
grams and typically read inputs and provide outputs to 
the controlled industrial processes based upon the logic 
of their controller programs. The processing power and 
memory capabilities of PLCs have rapidly grown in re- 
cent years. 

[0003] PLCs differ from conventional computers in 
two major respects. First, PLCs operate to produce 
highly reliable and predictable control outputs. The ar- 
chitecture and programming of PLCs are designed so 
as to provide predictable maximum response times, as 
. well as a reduction in errors caused by race conditions 
and sensitive detection of hardware and communication 
errors. Second, PLCs also differ from conventional com- 
puters in that PLCs are highly customizable so as to fit 
the demands of the particular industrial processes being 
controlled. 

[0004] In some instances, it is desirable for users to 
be able to program or modify controller programs of the 
PLCs of the industrial control systems by way of remote 
human machine interfaces. Conventional industrial con- 
trol systems allow for communications between the 
PLCs and remote human machine interfaces such as 
computer temiinals by way of proprietary communica- 
tion links or dedicated phone lines. Typically, to allow for 
such communications, the remote users are provided 
with proprietary software for installation on the remote 
terminals. The proprietary software is specialized both 
In that It allows for programming of the controller pro- 
grams, and in that it allows for appropriate communica- 
tions in accordance with the proprietary format. 
[0005] Although such proprietary software provides 
the remote user with the capability of remotely access- 
ing an industrial control system and effecting changes 
to the controller programs employed in the control sys- 
tem, the use of such software has several drawbacks. 
First, the software typically requires significant memory 
and processing power for its installation and operation 
at a remote terminal. Additionally, the software must be 
delivered to (or otherwise obtained by) and installed by 
the user of the remote terminal. 

[0006] Further, it is often the case that the software 



must be updated, from time to time, such that the user 
must repeatedly obtain and install new software. As up- 
dates to the software are made overtime, care must be 
exercised by the remote user so that the proper versions 
5 of the software are used in association with the control- 
ler programs. In particular, this is the case where the 
controller programs have different versions that were 
created using different versions of the software. 
[0007] Therefore, it would be advantageous if a new 
industrial control system was developed that allowed for 
communications between the industrial control system 
and remote devices, particularly to allow for the remote 
programming and modifying of controller programs, 
without the separate, physical provision of proprietary 
software for installation at the remote terminals. It would 
also be advantageous if the industrial control system 
was designed to communicate with remote terminals in 
such a manner thatit was not necessary for the remote 
terminals to have large amounts of processing power 
and/or memory. It would further be advantageous if up- 
dates in the programming software employed to create 
controller programs and version changes in the control- 
ler programs were automatically accounted for in the op- 
eration of the remote terminals. It would additionally be 
advantageous if the remote terminals could be em- 
ployed to create or modify the controller programs of a 
variety of different control devices of the industrial con- 
trol system, including PLCs. 

BRIEF SUMMARY OF THE PREFERRED 
EMBODIMENT 

[0008] The present inventors have developed a new 
industrial control system that communicates with re- 
mote computer tenninals or other remote devices by 
way of the Internet or Worid Wide Web (or simply the 
"web"), and allows for remote programming and modi- 
fying of controller programs by providing both controller 
programs and programming software to the remote de- 
vices via the web. The industrial control system includes 
a web access module having both a web server and a 
PLC, in addition to other control devices such as input/ 
output (I/O) modules that are employed to control an in- 
dustrial process. The web access module stores con- 
troller programs that are Implemented on the PLC and/ 
orthe other control devices, and the web access module 
also stores programming software that can be employed 
to create or modify the controller programs. The web 
server allows for information concerning both the con- 
troller programs and the programming software used to 
create or modify the controller programs to be provided 
over the web to the remote devices, at which controller 
programs can be newly created or modified. Upon cre- 
ating or modifying controller programs, the remote de- 
vices can provide the generated programs to the web 
server via the web. 

[0009] The industrial control system can be config- 
ured to provide different amourits or types of program- 
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ming software depending upon the type of rennote de- 
vice that Is making a given request. Where controller 
programs stored on the web access module have mul- 
. tiple versions or have varied with time, for example be- 
cause of updates or changes to elements of the Indus- 
trial control system, the web access module associates 
corresponding versions of the programming software 
with those versions of the controller programs. Then, 
when the controller programs are provided to the remote 
devices by the web server, the web server also sends 
the appropriate versions of the programming software 
corresponding to those controller programs. 
[001 0] In particular, the present invention relates to an 
Industrial control system for controlling an industrial 
process. In the industrial control system includes a plu- 
rality of I/O devices exchanging signals with the Indus- 
trial process, and a web access module including a web 
server coupled to a PLC. The web server is capable of 
being coupled to at least one remote device via the In- 
ternet, and the PLC is coupled to the I/O devices. The 
web access module further includes programming soft- 
ware that can be utilized to generate a controller pro- 
gram for at least one of the PLC and one of the I/O de- 
vices. The web server is capable of providing the pro- 
gramming software onto the Internet for transmission to 
the remote device, so that the remote device is able to 
generate the controller program. 

[0011] The present Invention further relates to, In an 
industrial control system having a plurality of control de- 
vices that operate to monitor and control an Industrial 
process, a web access module coupled to the plurality 
of control devices. The web access module includes a 
memory means for storing programming software capa- 
ble of being utilized to generate a controller program for 
operation on at least one of the web access module and 
one of the control devices. The web access module ad- 
ditionally includes a processor means coupled to the 
memory means, where thie processor means Is for send- 
ing the programming software to a remote device and 
receiving communications concerning the controller 
program from the remote device. The contra Her program 
IS generated at the remote device through the use of the 
programming software, and the web access module is 
further adapted to allow for communications between 
the processor means and the remote device by way of 
the Internet. 

[0012] The present invention additionally relates to a 
method of generating a controller program for at least 
one control device of an industrial control system that 
monitors and controls an industrial process. The method 
includes providing a web server within the industrial con- 
trol system, where the web server is capable of commu- 
nicating with at least one remote device via the Internet 
The method also includes obtaining programming soft- 
ware capable of being used to generate the controller 
program, providing the programming software onto the 
Internet for transmission to the at least one remote de- 
vice, and receiving from the at least one remote device 
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the generated controller program. 
BRIEF DESCRIPTION OF THE DRAWINGS 
5 [0013] 

Fig. 1 is a schematic diagram showing an exempla- 
ry industrial control system including a web access 
module that is capable of communication with one 

10 or more remote tenninals via the Internet, where the 
web access module, stores programming software 
that can be provided to the remote tenninals and 
used to create or modify controller programs used 
by the industrial control system; and 

1^ Fig. 2 is a flow chart showing exemplary steps of 
operation of one embodiment of the industrial con- 
trol system of Fig. 1 , in which both a controller pro- 
gram and programming software is communicated 
over the Internet to a remote terminal. 

20 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0014] Referring to Fig. 1, in accordance with the 

25 present invention, one or more remote devices 1 0, such 
as personal computers having Intemet browser pro- 
grams (e.g., Internet Explorer by Microsoft Corp. of Red- 
mond. Washington), are coupled by way of the Intemet 
20 to an industrial control system 30 that controls an 

30 industrial process occurring within a factory 40 or other 
setting. The industrial control system 30 includes a web 
access module 100 coupled to the Internet 20 by way 
of an Intemet interface 110. The industrial control sys- 
tem 30 further includes one or more control devices, 

35 shown as control devices 130, 140 and 150, that are 
coupled to the web access module by respective ports 
of a control network interface 120. The control devices 
130-150 can be a variety of different types of devices, 
including input/output (I/O) modules, motor controllers, 

^ and other devices. In certain embodiments, one or more 
of the control devices 130-150 are programmable logic 
controllers (PLCs). Also, depending upon the embodi- 
ment, the various control devices 130-150 can be cou- 
pled by a communications link, such as a communica- 

^5 tions databus (not shown). Each of the control devices 
130-150 receives data from and/or provides control 
commands to one or more elements or aspects of the 
industrial process.being controlled by the industrial con- 
trol system 30. 

50 [0015] As shown, the web access module 100 in- 
cludes, in the preferred embodiment, a web server 160 
and a PLC 1 65. The web server 1 60 is coupled between 
the Intemet interface 110 and the PLC 165, which, in 
turn, is coupled between the web server 160 and the 

55 control network interface 120. Depending upon the em- 
bodiment, a different type of controller can be used in- 
stead of the PLC 165. Also, in certain embodiments, the 
PLC or other controller acts as the web server 1 60 such 
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that the two devices actually become a single device. 
Regardless of the embodiment, the web access module 
00 includes the ability to provide web server function- 
ality so that the one or more remote devices 1 0 can ac- 
cess and obtain information from the web access mod- 
ule by way of the Internet 20. The PLC 1 66.or other con- 
troller operates to control, influence or otherwise interact 
with the control devices 130-150 and thereby with the 
industrial process by way of one or more controller pro- 
grams 180. 

[001 6] The controller program(s) 1 80 is (or are) stored 
within a memory 170 of the web access module 100. 
The memory 1 70 can exist as a separate element of the 
web access module 1 00, can be a part of either the web 
server 1 60 or the PLC 165, or can even exist outside of 
the web access module 100 at a different location. For 
example, the memory 1 70 can exist at a remote location 
and be coupled to the web access module 100 by way 
of the Internet 20. 

[0017] Although in the embodiment shown, the PLC 
165 of the web access module 100 includes a specific 
controller program 180 that directs the operation of the 
PLC 1 65, in alternate embodiments, one or more of the 
various control devices 130-150 can have their own re- 
spective controller programs that govem the operation 
of those control devices in relation to one another, the 
controlled industrial process and the web access mod- 
ule 1 00. The controller programs at the control devices 
can be stored in respective memories at those control - 
devices or at other locations. In certain embodiments, 
only one or more of the control devices 130-150 will 
have controller programs and the web access module 
100 will not have Its own controller program. In embod- 
iments where one or more of the control devices have 
their own controller programs, these controller pro- 
grams can be accessed by or otherwise provided to the 
web access module 100. 

[0018] In accordance with the present invention, re- 
mote users operating one or more remote devices 1 0 
can access the controller program 1 80 of the PLC 1 65 
(or other controller programs associated with the control 
devices) by way of the Internet 20 and the web server 
160. When accessing the controller program 180, the 
remote users not only obtain the controller program 1 80 
but also obtain related programming software 1 90 that 
is used by the browser programs of the remote devices 
10 to program or othenwise interact with the controller 
program 180. That is, the remote devices 10 download 
from the web server 1 60 not only the controller program 
1 80 itself, but also the application that allows remote us- 
ers to generate or create new controller programs, as 
well as modify existing controller programs. 
[0019] As with the controller program 180. the pro- 
gramming software 1 90 is stored In the memory 1 70 of 
the web access module 100 or particulariy within the 
web server 1 60 or the PLC 1 65 of the web access mod- 
ule, although in alternate embodiments, the memory 
170 can be located elsewhere. In the preferred embod- 



iment, the memory 1 70 that stores the controller pro- 
gram 180 is the same memory that stores the program- 
ming software 190, that is, there is a single memory de- 
vice that stores both the controller programs and the re- 

5 lated programming software together. In alternate em- 
bodiments, the programming software 190 can be 
stored at a different location than the respective control- 
ler program 180, although the web access module 100 
acts to associate the proper programming software with 

10 the appropriate controller program when such controller 
program Is accessed by a remote user. 
[0020] By storing (or at least associating) the appro- 
priate programming software 190 with each controller 
program 180, and providing such programming soft- 

15 ware with each controller program as that controller pro- 
gram is downloaded to remote users via the Internet 20, 
the present invention provides significant advantages. 
In particular, for those remote devices 10 that are inca- 
pable of storing or otherwise processing complicated 

20 programming software for generating or modifying con- 
troller programs, simple versions of the programming 
software can be stored at the web access module 1 00 
and be downloaded by the remote devices 1 0, thus en- 
abling the remote devices to generate and/or modify the 

25 controller programs. Further, in cases where the pro- 
gramming software 1 90 is updated from time to time, it 
is unnecessary to send hard copies of the new versions 
of the programming software 190 physically to the re- 
- mote users, since the remote users are now able-to 

30 download new versions of the programming software di- 
rectly by way of the Intemet 20 from the web access 
module 100. 

[0021] In cases where the programming software 1 90 
is updated multiple times, the Industrial control system 
35 30 can be designed to provide only a limited number of 
updated versions of the programming software 1 90 to a 
particular remote device 10 without receiving payment 
from the remote user associated with the remote device. 
In certain embodiments, every downloading of program- 
me ming software 190 requires payment by the user. Such 
payments can be transacted by way of standard tech- 
niques known in the art, including the providing of credit 
card numbers from the remote device 1 0 to the web ac- 
cess module 1 00, which then interacts with a credit card 
45 company to effect payment. In certain other embodi- 
ments, core programming software 190 can be down- 
loaded by remote devices 1 0 from the web access mod- 
ule 100, but additional software (Including additional 
specialized updates) must be obtained from other 
so sources, such as remote web servers that are accessed 
by the remote devices also by way of the Intemet 20 as 
well. 

[0022] In further embodiments, the controller program 
1 80 can have multiple versions, each of which may have 
55 been generated or created by way of different versions 
of the programming software 190. In such cases, the 
memory 1 70 stores the various versions of the controller 
program 1 80 In association with the respective versions 
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of the programming software 1 90. By storing these com- 
binations of the controller program versions and the pro- 
gramming software versions, remote users at remote 
devices 10 who which to access a particular version of 
the controller program 180 will always be provided with 
the correct version of the programming software 190 
that will allow them to view and modify that particular 
version of the controller program 1 80. 
[0023] As discussed above, the control devices 
130-150 can also have respective controller programs 
in addition to or instead of the controller program 1 80 
associated with the PLC 1 65. In such embodiments, cor- 
responding programming software 1 90 can be stored at 
each of these respective control devices with their re- 
spective controller programs, or can be stored separate- 
ly from the controller programs. Incertain embodiments, 
the programming software relating to the controller pro- 
grams of the various control devices 1 30-150 Is stored 
at the web access module 1 00 even though the control- 
ler programs are stored at the respective control devic- 
es. In each of these embodiments, the web access mod- 
ule 100 is capable of obtaining the requested controller 
programs in response to requests from the remote de- 
vices 1 0 and obtaining the corresponding programming 
software, and then sending the programming software 
In addition to the controller programs to the remote de- 
vices 10. 

[0024] Referring to Fig. 2, an exemplary set of steps 
of operation of the industrial control system 30 begins 
with step 210, at which the industrial control system 30 
and particularly the web access module 1 00 receives a 
request provided over the Internet 20 from a remote de- 
vice 10. At step 220, the web access module 100 and 
in particular the web server 1 60 analyzes the request 
and determines the requested controller program, for 
example, determines that the requested controller pro- 
gram is the controller program 180 of the PLC 165. At 
step 230, the web server 1 60 further determines the par- 
ticular version of the controller program that has been 
requested in such circumstances where multiple ver- 
sions of the controller program exist. In certain embod- 
iments, the web access module 100 is also capable of 
detemnining at steps 220-230 whether the request from 
the remote device 1 0 is a request to generate or create 
an entirely new controller program for the PLC 165 of 
one of the control devices 130-150. 
[0025] Next, at step 240, the web access module 1 00 
obtains the programming sofhware (e.g., the progrann- 
ming software 1 90) that is appropriate for creating, gen- 
erating, modifying or otherwise interacting with the re- 
quested controller program or controller program ver- 
sion. The programming software is obtained from the 
memory device 1 70 or from whatever other memory de- 
vice Is storing the relevant programming software. If an 
entirely new controller program is going to be generated, 
programming software appropriate for such new crea- 
tion of the controller program is obtained. 
[0026] At step 250, the requested controller program 
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and appropriate programming software is then provided 
from the web sen/er 1 60 of the web access niodule 1 00 
to the remote device 1 0 that originally made the request. 
The remote device 10 is then capable of modifying the 
5 controller program. In the case where an entirely new 
controller program is going to be generated at the re- 
mote device 10, the programming software appropriate 
for such creation of the new controller program is the 
software that is sent to the remote device 1 0, and either 
10 no controller program or only a basic controller program 
framework is sent to the remote device. The remote de- 
vice 1 0 then employs the programming software to gen- 
erate the new controller program. 
[0027] In certain embodiments, it is allowable for the 
15 remote device 1 0 to store in its own memory a copy of 
newly-generated controller programs. Also, in embodi- 
ments where controller programs can have multiple ver- 
sions, the programming software sent by the web server 
1 60 onto the Internet 20 to the remote device 1 0 match- 
20 es the version of the controller program being sent. 
[0028] At step 260, the web server 1 60 is capable of 
receiving and responding to additional requests or com- 
mands from the remote device 10. Such requests or 
commands can include submissions of completed new 
25 or modified controller programs, requests for assistance 
in creating or modifying controller programs, requests 
for additional software or directions as to how to obtain 
necessary additional software (e.g., software that can 
be obtained at different web servers by way of the f nter- 
30 net 20), and other information. 

[0029] In cases where payments must be obtained 
from the remote users at the remote devices 10 before 
requested programming software is sent to those re- 
mote devices 10, additional steps concerning payment 
55 requests and/or the receipt of payment Information such 
as credit card infonnation are also executed by the in- 
dustrial control system 30. For example, a payment re- 
quest can be issued to a remote device by the web serv- 
er 160 after step 240, upon determining what program- 
-^o ming software is appropriate for creating or modifying 
the requested controller program version, prior to the 
sending of the requested information at step 250. 
[0030] The web access module 1 00, and in particular 
the web server 160, operates in conjunction with the In- 
45 ternet 20 by way of conventional communications tech- 
niques and protocols. In one embodiment, the web serv- 
er 1 60 interacts with the Intemet 20 by way of the Inter- 
net interface 110 using the Ethernet media access pro- 
tocol (MAC) and also by way of the transfer control pro- 
50 tocol/lnternet protocol (TCP/IP). In alternate embodi- 
ments, other formats or protocols can be utilized. Fur- 
ther, the exact application -level information being sent 
between the remote devices 1 0 and the web server 1 60 
will vary depending upon the remote devices, and in par- 
55 ticular will vary depending upon the programs such as 
browser programs that those remote devices employ. 
[0031] In certain embodiments, the web server 160 is 
capable of interacting with a variety of different types of 
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web browser programs and other programs employed 
by remote devices. The web server 160 is capable of 
determining at any given time what type of program is 
being utilized by a given remote device, as well as the 
processing power and memory capabilities or limitations 
of the remote device. Using this^Jnformation, the web 
server 160 tailors its operation in relation to that remote 
device accordingly. For example, lesser amounts of pro- 
gramming software or different versions of program- 
ming software will be provided to remote devices 1 0 that 
have less processing power or memory capabilities than 
to remote devices that have greater capabilities in these 
regards. 

[0032] While the foregoing specification illustrates 
and describes the pretended embodiments of this inven- 
tion, it isto be understood that the invention is not limited 
to the precise construction herein disclosed. The inven- 
tion can be embodied in other specific fomis without de- 
parting from the spirit or essential attributes of the in- 
vention. Accordingly, reference should be made to the 
following claims, rather than to the foregoing specifica- 
tion, as indicating the scope of the invention. 
[0033] The invention can be summarized as follows: 
[0034] An industrial control system that is for control- 
ling an industrial process and that can be accessed via 
the Internet is disclosed. The industrial control system 
includes a plurality of I/O devices exchanging signals 
with the industrial process, and a web access module 
including a web server coupled to a PLC . The web serv- 
er is capable of being coupled to at least one remote 
device via the Internet, and the PLC is coupled to the 1/ 
O devices. The web access module further includes pro- 
gramming software that can be utilized to generate a 
controller program for at least one of the PLC and one 
of the I/O devices. The web server is capable of provid- 
ing the programming software onto the Internet for 
transmission to the remote device, so that the remote 
device is able to generate the controller program. 



Claims 

1 . An industrial control system for controlling an indus- 
trial process comprising: 

a plurality of I/O devices capable of exchanging 
signals with the industrial process; 

a web access module including a web server 
coupled to a PLQ, wherein the web server is 
capable of being coupled to at least one remote 
device via the Internet, and wherein the PLC is 
coupled to the I/O devices; 

wherein the web access module further in- 
cludes programming software that can be utilized 
to generate a controller program for at least one of 
the PLC and one of the I/O devices, and 
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wherein the web server is capable of provid- 
ing the programming software onto the Intemet for 
transmission to the remote device, so that the re- 
mote device is able to generate the controller pro- 
5 gram. 

2. The industrial control system of claim 1 , wherem the 

PLC and the web server are one of : (a) implemented 
in a single computer executing two programs; and 
10 (b) implemented respectively in two different com- 
puters that are in communication via a communica- 
tion link. 

3. The industrial control system of claim 1 , wherein the 
IS PLC executes the controller program, once the re- 
mote device has generated the controller program 
using the programming software and the controller 
program has been returned to the web access mod- 
ule from the remote device. 

20 

4. The industrial control system of claim 1 , wherein the 
programming software is stored within at least one 
of the PLC, the web server, a memory device within 
the web access module, a memory device within at 

25 least one of the I/O devices and a remote memory 
device. 

5. The industrial control system of claim 4, wherein an 
existing controller program is stored within at least. 

30 one of the PLC, the web server, a memory device 
within the web access module, a memory device 
within at least one of the I/O devices and a remote 
memory device. 

35 6. The industrial control system of claim 5, wherein the 
web server is capable of sending the existing con- 
troller program along with the programming soft- 
ware to the remote device by way of the Internet, 
so that the remote device is able to modify the ex- 

40 isting controller program to generate the controller 
program. 

7. The industrial control system of claim 6, wherein It 
is allowablie for the remote device to remotely store 

45 a backup copy of the controller program generated 
based upon the existing controller program. 

8. The industrial control system of claim 6, wherein the 
programming software includes a plurality of ver- 
so slons, and wherein the existing controller program 

and a plurality of additional existing controller pro- 
grams are stored in association with the respective 
versions of the programming software that were 
employed to generate the respective existing con- 
55 tro Her programs. 

9. The industrial control system of claim 6, wherein the 
programming software that is sent along with the 
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existing controller prograrri is of a version that was 
used to generate the existing controller program. 

10. The Industrial control system of claim 1, wherein the 
web server is coupled to the Internet by way of an 

. Internet Interface, and wherein the PLC is coupled 
to the I/O devices by way of a controf network Inter- 
face. 

1 1 . The industrial control system of claim 1 , wherein the 
web server provides the programming software to 
the remote device in response to a request received 
from the remote device. 

1 2. The industrial control system of claim 1 , wherein the 
web server provides onto the Internet, in response 
to a request received from the remote device, Infor- 
mation indicative of another Internet-accessible lo- 
cation at which the remote device can obtain de- 
sired programming software. 

1 3. The industrial control system of claim 1 wherein , pri- 
or to the sending of the programming software to 
the remote device, the web access interface must 
receive a signal indicative of at least one of a pay- 
ment agreement and a credit card number from the 
remote device. 

14. The industrial control system of claim 13, wherein 
the signal must be received only when the program- 
ming software to be sent is a new version of the pro- 
gramming software that has not earlier been com- 
municated to the remote device. 



15. In an industrial control system having a plurality of 
control devices that operate to monitor and control 
an industrial process, a web access module cou- 
pled to'the plurality of control devices, the web ac- 
cess HDodule comprising: 

a memory means for storing programming soft- 
ware capable of being utilized to generate a 
controllerprogram for operation on at least one 
of the web access module and one of the con- 
trol devices; and 

a processor means coupled to the memory 
means, the processor means for sending the 
programming software to a remote device and 
receiving communications concerning the con- 
trollerprogram from the remote device, wherein 
the controller program Is generated at the re- 
mote device through the use of the program- 
ming software, 

wherein the web access module is further 
adapted to allow for communications between the 
processor means and the remote device by way of 
the Internet. 
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16. The web access module of claim 15, wherein the 
processor means includes a web server and a PLC, 
and wherein an existing controllerprogram Is stored 
by the memory means in association with a partic- 
ular version of the programming software. 

17. The web access module of claim 16, wherein the 
control devices are selected from the group consist- 
ing of I/O modules, motor controllers, and PLCs. 
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18. A method of generating a controller program for at 
least one control device of an industrial control sys- 
tem that monitors and controls an industrial proc- 
ess, the method comprising: 

providing a web server within the Industrial con- 
trol system, wherein the web server is capable 
of communicating with at least one remote de- 
vice via the Internet; 

obtaining programming software capable of be- 
ing used to generate the controller program; 
providing the programming software onto the 
Internet for transmission to the at least one re- 
mote device; and 

receiving from the at least one remote device 
the generated controller program. 

19. The method of claim 18, further comprising: 

obtaining an existing controllerprogram from a 
memory device on which the existing controller 
program is stored, the programming software 
being associated with the existing controller 
program; 

providing the existing controller program onto 
the Internet for transmission to the at least one 
remote device; and 

after receiving the generated controller pro- 
gram from the at least one remote device, stor- 
ing the generated controller program on the 
memory device in association with a version of 
the programming software that was utilized to 
generate that controller program. 

20. The method of claim 1 9, wherein the web server and 
a PLC are included within a web access module, 
wherein the PLC is coupled to a plurality of addition- 
al control devices within the industrial control sys- 
tem, and wherein the controller program Is utilized 
by at least one of the PLC and one of the additional 
control devices. 
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